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Logis;cs	
  

•  Project	
  Survey	
  
– Milestone	
  1	
  due	
  Fri	
  Nov	
  1st	
  



Assigned	
  Reading	
  

•  Javascript	
  Tutorial	
  
– hFp://www.w3schools.com/js/	
  
– Recommend	
  you	
  play	
  around	
  with	
  at	
  least	
  the	
  
basics	
  to	
  get	
  a	
  feel	
  for	
  it	
  



Latest	
  News	
  



Key	
  Dates	
  on	
  DARPA	
  Grand	
  Challenge	
  

•  Jan	
  14th,	
  2014	
  –	
  Proposals	
  Due	
  
•  Jun	
  2014	
  –	
  Funded	
  work	
  begins	
  
•  Jun	
  2015	
  –	
  Qualifica;on	
  event	
  
•  Jul	
  2016	
  –	
  Final	
  Event	
  



Main	
  Goals	
  for	
  Today	
  

•  Start	
  on	
  web-­‐client	
  aFacks	
  
– Learn	
  a	
  liFle	
  bit	
  of	
  javascript	
  

•  Large	
  language	
  which	
  cannot	
  possibly	
  cover	
  in	
  detail	
  
•  Just	
  enough	
  to	
  understand	
  some	
  uses	
  in	
  aFacks	
  



Web	
  Drive-­‐By	
  Download	
  AFacks	
  

•  Became	
  big	
  around	
  2005-­‐2007.	
  
•  Have	
  been	
  the	
  main	
  ac;on	
  since	
  then.	
  
•  AFacker	
  response	
  to	
  firewall/IPS	
  technology.	
  
– Largely	
  circumvents	
  those	
  defenses.	
  
– Took	
  a	
  while	
  to	
  develop	
  useful	
  defenses.	
  

•  S;ll	
  a	
  very	
  ac;ve	
  arms-­‐race.	
  



Two	
  Main	
  Schemas	
  

•  Scan/Compromise	
  legit	
  websites	
  
– Eg	
  SQL	
  Injec;on	
  aFacks	
  
–  Insert	
  <iframe>s	
  into	
  site	
  
–  Iframes	
  include	
  content	
  from	
  an	
  exploit	
  server	
  

•  Malverts	
  
– Malicious	
  ads	
  bought	
  through	
  chains	
  of	
  middle	
  
men	
  

– Redirects	
  to	
  malicious	
  content	
  (oben	
  swf	
  (Flash))	
  



Either	
  Way	
  
•  Exploit	
  server	
  runs	
  an	
  exploit	
  kit	
  
•  Exploit	
  kit	
  tests	
  nature	
  of	
  browser/plugins	
  
–  Java	
  
–  PDF	
  
–  Flash	
  

•  Picks	
  one	
  or	
  more	
  exploit	
  objects	
  
•  Takes	
  control	
  of	
  browser/plugins	
  
•  Installs	
  malware/trojans	
  
•  Command	
  and	
  control	
  for	
  instruc;ons	
  
•  Exploit	
  kits	
  oben	
  have	
  extensive	
  management	
  
infrastructure	
  

•  Profit!	
  



Also,	
  social	
  engineering	
  

•  Trick	
  humans	
  into	
  installing/running	
  malware	
  
•  Also	
  works	
  preFy	
  well	
  
•  Let’s	
  look	
  at	
  a	
  few	
  examples	
  



Fake	
  AV	
  



More	
  Social	
  Engineering	
  

hFp://research.zscaler.com/2011/12/fake-­‐video-­‐codecs-­‐s;ll-­‐going-­‐strong.html	
  



And	
  More	
  

hFp://www.threaFracksecurity.com/it-­‐blog/fake-­‐adobe-­‐flash-­‐updates-­‐resurfaces-­‐in-­‐the-­‐web/	
  



Javascript	
  
•  Javascript	
  is	
  programming	
  language	
  of	
  www	
  
–  Tightly	
  integrated	
  with	
  html	
  
–  Interpreted	
  in	
  browser	
  
–  Provides	
  dynamic	
  behavior	
  to	
  web	
  pages	
  
–  C-­‐ish	
  syntax	
  

•  Used	
  very	
  heavily	
  in	
  web	
  aFacks	
  
–  Some;mes	
  directly	
  in	
  exploit	
  
–  Other	
  ;mes	
  just	
  for	
  obfusca;on	
  
–  Javascript	
  is	
  preFy	
  much	
  a	
  security	
  nightmare	
  
–  Can’t	
  do	
  much	
  with	
  web	
  aFacks	
  without	
  learning	
  at	
  least	
  
some	
  javascript	
  

•  History:	
  
–  Developed	
  by	
  Netscape	
  (1995)	
  
–  Very	
  limited	
  connec;on	
  with	
  java	
  



Inclusion	
  in	
  HTML	
  

•  <script>	
  js	
  –	
  blah	
  -­‐	
  blah	
  </script>	
  
–  Technically	
  should	
  be	
  	
  
–  <script	
  language	
  =	
  “javascript”>	
  	
  

•  <script	
  src	
  =	
  “foo.js”>	
  
•  These	
  are	
  interpreted/run	
  at	
  page	
  load	
  ;me	
  
•  In	
  tag	
  aFributes:	
  
–  <buFon	
  type="buFon"	
  onclick=”myJSFunc()">BuFon	
  
Name</buFon>	
  

–  onmouseover,	
  onkeypress,	
  dozens	
  more	
  events	
  that	
  
can	
  trigger	
  interpreta;on/execu;on	
  of	
  addi;onal	
  js	
  



Some	
  basics	
  of	
  syntax	
  

•  Variable	
  declara;ons	
  
–  var	
  x;	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  //	
  Now	
  x	
  is	
  undefined	
  
–  var	
  x	
  =	
  5;	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  //	
  Now	
  x	
  is	
  a	
  Number	
  
–  var	
  x	
  =	
  "John";	
  	
  	
  	
  	
  	
  //	
  Now	
  x	
  is	
  a	
  String	
  

•  Loose	
  dynamic	
  typing	
  a	
  la	
  Perl	
  etc	
  
•  All	
  the	
  usual	
  C	
  operators:	
  +,	
  -­‐,	
  ++,	
  &&,	
  …	
  
•  +	
  on	
  strings	
  is	
  concatena;on	
  	
  
–  “foo”	
  +	
  “bar”	
  ==	
  “foobar”	
  
–  “foo”+5	
  ==	
  “foo5”	
  



JavaScript	
  Arrays	
  

•  var	
  cars=["Saab","Volvo","BMW"];	
  
– cars[0]	
  ==	
  “Saab”	
  
– cars.length	
  ==	
  3	
  

•  Arrays	
  can	
  be	
  returned	
  from	
  func;ons	
  and	
  
passed	
  to	
  func;ons	
  



Control	
  Structures	
  

•  if(i<5)	
  {foo	
  code}	
  else	
  {bar	
  code}	
  
•  for	
  (var	
  i=0;i<N;i++)	
  {	
  blah;	
  blah;}	
  
•  while	
  (i	
  <	
  5)	
  {blah;	
  blah;}	
  
•  switch(n)	
  {	
  
– case	
  1:	
  blah;break;	
  	
  
– case	
  2:	
  blah;	
  break;	
  	
  
– default:	
  blah}	
  



Javascript	
  Func;ons	
  

func;on	
  myFunc;on(var1,var2)	
  
{	
  
some	
  code	
  
}	
  
	
  
…	
  
	
  
<blah	
  onclick="myFunc;on('foo',	
  7)">	
  



Object	
  Orienta;on	
  in	
  JS	
  

•  Objects	
  are	
  like	
  hashes/dic;onaries	
  
•  var	
  person={firstname:"John”,	
  
lastname:"Doe",	
  id:5566};	
  
– person.id==5566	
  

•  Everything	
  is	
  an	
  object,	
  and	
  many	
  standard	
  
methods	
  available	
  
– var	
  foo	
  =	
  “bar”;	
  
–  foo.length	
  ==	
  3	
  
–  foo.substring(0,1)	
  ==	
  “ba”	
  



Document	
  Object	
  Model	
  

hFp://www.w3schools.com/js/js_htmldom.asp	
  



JS	
  Dom	
  Access	
  

•  JS	
  can	
  change	
  all	
  the	
  HTML	
  elements	
  in	
  page	
  
•  JS	
  can	
  change	
  all	
  the	
  HTML	
  aFributes	
  in	
  page	
  
•  JS	
  can	
  change	
  all	
  the	
  CSS	
  styles	
  in	
  the	
  page	
  
•  JS	
  can	
  react	
  to	
  all	
  the	
  events	
  in	
  the	
  page	
  
•  Browser	
  will	
  show	
  changes	
  
– Allows	
  for	
  dynamic	
  control	
  of	
  page	
  



Accessing	
  the	
  DOM	
  from	
  JS	
  

•  Given	
  <p	
  id=“intro”>Hello	
  world.</p>	
  
– var	
  x=document.getElementById("intro");	
  
– var	
  y	
  =	
  document.	
  getElementsByTagName(“p”)	
  

•  y	
  is	
  now	
  an	
  array	
  of	
  all	
  the	
  <p>	
  elements	
  
•  for(var	
  i=0;	
  i<y.length;	
  i++)…	
  

– x.innerHTML	
  =	
  “Goodbye.”	
  
• Will	
  replace	
  “Hello	
  world”	
  with	
  “Goodbye”	
  

– document.createElement(“p”);	
  



Let’s	
  Have	
  a	
  Quick	
  Play	
  

•  hFp://www.w3schools.com/js/	
  



Sample	
  Browser	
  Exploit	
  

•  This	
  is	
  a	
  famous	
  IE	
  exploit	
  used	
  as	
  0day	
  
– To	
  compromise	
  Google	
  and	
  many	
  others	
  
– By	
  Chinese	
  PLA	
  

•  We	
  will	
  walk	
  through	
  
•  hFp://www.exploit-­‐db.com/exploits/11167/	
  



Protec;ng	
  Yourself	
  
•  Up-­‐to-­‐date	
  
– OS	
  
–  Browser	
  
–  Plugins	
  

•  *BSD	
  >	
  Linux	
  >	
  Mac	
  OS	
  >	
  Windows	
  
– Not	
  inherently	
  more	
  secure,	
  just	
  less	
  aFacked	
  

•  Click-­‐to-­‐play	
  
–  hFp://krebsonsecurity.com/2013/03/help-­‐keep-­‐
threats-­‐at-­‐bay-­‐with-­‐click-­‐to-­‐play/	
  

•  AV	
  (sort	
  of)	
  





createEventObject	
  

hFp://help.doForo.com/ljhlvomw.php	
  


