1.4 Consider the following protocol for conducting an election.

1. A set of identical paper ballots is printed.  Each ballot contains the same list of candidates.

2. Each qualified voter is given a single unmarked ballot.

3. In private, the voter uses a pen to circle one name on the list and folds the ballot in half (hiding from view the list of candidates and the one that was selected).

4. The voter then places that marked ballot in the locked collection box.

5. After everyone has voted, the collection box is opened, the ballots are unfolded, counted, and a winner is announced.

(a) What properties should be satisfied by any reasonable protocol for conducting an election (and not just by the protocol outlined above)?
Properties:
(i) Each voter can cast a vote for any candidate in the election.
(ii) Every vote cast is counted.
(iii) Every vote counted was cast.
(iv) The vote cast by each individual cannot be attributed to that individual.
(v) Anyone can independently validate the outcome of the election.

(vi) Each voter can vote at most once in the election

Note.  These properties might be classified as being instances of “confidentiality”, “integrity” or “availability” or perhaps being combinations.  (The question does not request such a characterization, so why risk being wrong.) 
(b) Establish the necessity of each protocol step above by explaining how each contributes to one or more of the properties you listed in part (a).
Step (1) supports (i). Step (2) supports (i) and (vi) and, because the ballot is unmarked, (iv).  The circle operation in step (3) supports (ii); the fold operation enables (iv) from the time the ballot is folded until it is counted; that the ballots started out identical (step (1)) and are deposited in an opaque box is needed for (iv) starting when the ballots are counted forward.  Having the voter-marked ballot be deposited (step (4)) in a collection box that is locked ensures that votes cast are counted (ii) and that votes are not altered ((ii) and (iii)).  If the collection box is initially empty (an unstated requirement!), we also have what is needed for step (5) to implement (iii). Once the locked box is opened in step (5), then anyone can count the contents, which implements (vi) since all those counts will produce the same results (having the same input)
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