System Calls in
Unix and Windows
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Vivek Vishnumurthy

‘ What are System Calls?

m The services provided by the kernel to
application programs.

m This interface is needed because there
are things (eg: I/O instructions) that only
the kernel is allowed to perform.
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Roadmap...

m Processes:
— get pi d, execl , fork
m Other:

—time
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Purpose of this Lecture

m To familiarize you with using system
calls — especially the ones to do with
accessing and manipulating files.

m Will be of use later in the semester!
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File manipulations:
—open, cl ose, creat, renane
—read, wite, |seek

Directory manipulations:

—chdir, nkdir
—link, unlink

m stdin, stdout, stderr
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But first, the Shell

m The shell provides a user interface to
the system.

— Often referred to as the “command-line
interpreter”

— But could be a GUI as well!
— Egs: bash, csh, ...
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Issuing a System Call —
Normal Procedure:

= In Unix: each system call is typically defined
as a function in the standard C library.
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C fashion)
m The function then invokes appropriate kernel
service.
= Use “man cal | nane" for info about the call.
m “man —-s 2 cal | name” in Solaris.
m “man =S 2 cal | nanme” orjust
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m User process calls this function (in the normal
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Linux System Calls (about 3007?)

_llseck |_newselec_syscll |accept access |acct adfimex |afs_syscalalam alloc_huge
arch_pretl bafush  bind = cachefushicapget capset chdr chmod
chown chrot clone  |close  connect creat create_modelete_modup dup2.
epoll_creafepoll_ctl epoll_wait execwe fchdir  fohmod fchown fentl  fdatasync flack

fork free hugerfstat fstatfs fstats fync fiuncate futex get kemel get thread
getcontext getdents  getdomain geldtables getegid  geteuid  getgid | gelgroups gethostid_gethostnar
getitimer | getpagesizgetpeemar getpgid getpgrp  gefpid  getpmsg | getppid _ getpriorty getresgid
getresuid_getrimit _ getrusage getsid__getsocknaigetsockop gettid __ gettimeofd getuid gty

inb inb_p init_moduliinl inp  insb insl insw intro
i imw_p io_cancel io_destroy io_getevenio_setup _io_submit |ioctl ioctl_list _ioperm
iopl ipc kil kilpg lchown fink listen |liseek lock lookup_dct
lseek stat  madvse mincore mkdr  mknod miock miock.2 |miockall miockall.2]
mmap  mmap2 modiy_idtmount  mprotect mpx mremap |msgotl msgget msgop
msgrcv  msgsnd | msync | munlock  munlockallmunmap  nanosleep nfssenctl nice  obsolete
oldfstat oldistat oldoldunanoldstat olduname open outb  loutb p outl outlp
outsb outsl loulsw _outw outwp pause _peiconfiipciconfg_i peiconfig \ personality
pipe  piot_root poll posix_fadvpretl  pread  prof pselect ptrace  putpmsg
pwite  query_mocquotactl |read  readahead readdir readiink readv reboot recy
recviom recwmsg rename mdir sbrk sched_get sched_get sched_get'sched_get sched get
sched_rr_ sched_sel sched_set sched_set sched_yielsecurity select | select_tut semctl  semget
semop  semtimedcsend sendfie sendmsg sendio et thread setcontext setdomain setegid
seteuid seffsgid selfsuid |selgid  setgroups sethostid_ sethostnar setitimer |setpgid  setpgrp
setpriority setregid  selresgid setresuid setreuid  setrimit sefsid | setsockop settimeofd setuid

setup  sgetmask shmat shmctl shmdt  shmget shmop shudown sigaction _sigaltstack
sigblock _ siggetmas sigmask |signal _ sigpause _sigpending sigprocmaisigqueue sigretum _ sigsetmas.
sigsuspenisigiimedwisigwec _ sigwaitinfo socket _ socketcall socketpair ssetmask stat

statds  stme sty swapoff _swapon _symiink sync syscall _syscalls _sysctl
sysfs sysinfo syslog fme  times il truncate |umask  umount  umount2
uname  undocume unimplemeuniink  uselb ustat utme uimes vork hangup
g6 walt  wait3  |waitd  wailpid wite  witev
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“man cal | name” in Linux. !
‘ Issuing SysCall in Unix...
#i nclude <lib-file.h>
‘ '
Lib file that has
\ ! function declaration
syscal | - nanme() ;
SysCall being
called
9
So, in C#...
using System|O;
: Namespace that has
| method declaration
nmet hod- nanme() ;
File Method
being called
1

In C#/Windows?

= “The Windows API”
— (Comparatively) larger number of function calls.

= We will just concentrate on how to issue File
1/0O calls in C#.

m These calls are implemented in the system | O
namespace.

m In VS .NET : see help on members of
System 1 O. File and System | O Fi | eStream
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File Manipulation

m File Descriptors in Unix
m File Streams in C#
m These are basically identifiers of a file
opened for data access.
— Support reading from files.
— Support writing to files.
— Support seeking — changing position within
the stream.
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open (an exisiting file) in C/Unix

#incl ude <sys/types. h>
#include <sys/stat.h>
#include <fentl. h>

/1 open file '"test' for reading and
witing
int fdtest = open("test”, O RDAR);

It’s the option that sets file
‘manipulation permissions —

Run “man 2 open” for more info
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C/Unix: C#:
#i ncl ude <sys/types. h> using System|Q
#incl ude <sys/stat.h> !
#include <fentl. h>
/lcreate newFile with read, Ilcreate file newFile
/lwrite, execute pernissions Stream fstream =
int newfd = creat(“newFile”, File Greate("newfile");
S_| RWKU) ;
This is the option that sets
required access permissions —
Run “man creat ” for more info
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open (an exisiting file) in C#
usi ng S/‘s\emIQ

/1 open file "test' for reading and witing
Stream fstream = File. Qpen("test”,
System | O Fi | eMbde. Open,
System | O Fi | eAccess. ReadWite);

This is the option that sets file
manipulation permissions —
See VS .NET help on
“Fi | eAccess” for more info
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read (from an opened file)

#i ncl ude <unistd. h> using System|Q

int nBytes = 100;
char buf [ nByt es] H
/lread upto ‘nBytes' bytes
/1 fromfile into buf

int nRead = read(fd, buf,
nBytes);

byte[] bytes = new byte[100];
/lread fromfile into 'bytes'
int nRead = fstream Read(
bytes, 0,
byt es. Lengt h);

The number of bytes
actually read
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cl ose (an already opened
descriptor or stream)

C/Unix: C#:
#i ncl ude <unistd. h> using System|Q
I/close opened descri ptor
int closeResult = /lclose opened stream
close(fdtest); fstream O ose();
i f(cl oseResul t ==0){
printf("d osed
successful ly\n");
}el sef
printf("Cose failed\n");
}
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wite (tofile)
C/Unix:

#include <unistd. h> //for wite
#include <string.h> //for strlen
char buf[] = “Hello Wrld!\n";
int nBytes = strlen(buf);
/lwite ‘nBytes’ bytes from buf
/lto the file
int nWote = wite(fd, buf, nBytes);
Number of bytes
written Opened descr. on file
18




wite (tofile)
C#:

using System1Q

String buf = “Hello Wrld!\n";
‘ byte[] bufBytes = new byte[buf.Length];
int nBytes = buf.Length;
for(int i=0; i<nBytes; i++)
buf Bytes[i] = (byte)buf[i];
}

//wite ‘nBytes’ bytes frombufBytes to file
fstream Wite(bufBytes, 0, nBytes);
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Opened stream on file 19

Seek inC#

using System|Q

/loffset fromstart

int offset = 20;

//reposition read/wite position

fstream Seek(offset, System|Q SeekQrigin. Begin);

byte[] bufBytes = new byte[10];
/lread 10 bytes starting at offset
fstream Read(buf Bytes, 0, bufBytes.Length);

The offset is from the start of file.

| seek in C/Unix

= Repositions read/write position in file.

= Useful when (say) you want to read bytes 20-
29 from a file.

#i ncl ude <sys/types. h>
#i ncl ude <unistd. h>

/loffset fromstart
int offset = 20;

//reposition read/wite position The offset is from the start of file.
For other options: run “man | seek”
| seek(fd, offset, SEEK SET)=

char buf[10];
/lread 10 bytes starting at offset
read(fd, buf, 10);

20

e help on
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Move in C#
= Used to change name/location of a file.
‘ using System|Q
Ilrename file ‘oldfile’ to ‘newfile’
File. Mve(“oldfile", “newfile");
l N

renane in C/Unix

= Used to change name/location of a file.

#i ncl ude‘ <stdio. h>
/lrename file ‘oldfile’ to ‘newfile
int resRename = renane(“ol dfile",
“newfile");
i f (r esRenanme==0) {
printf("renane successful\n");
}el sef
printf("rename failed\n");

}
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Directories:
chdi r (C/Unix)

m Change working directory.

#i ncl ude <uni std. h>

char newDir[] = “/usr/ul/vivi/courses/414";
/'l change working directory to newDir
chdir(newbDir);
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nmkdi r (C/Unix)

m Create new directory.

#i ncl ude <unistd. h>

char newDir[] = “/usr/u/vivilcourses/414";
nkdir(newDir, S_|RWKU);

This is the option that sets

access permissions —

Run “man creat ” for more info
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unl i nk (C/Unix)

m Deletes a filename.

#i ncl ude <uni std. h>

unli nk( newname") ;

= If newname is the last link to the file,
then file itself is deleted, else the link is
deleted.

l'i nk (C/Unix)

m Creates a new link (a hard link) to an
existing file.

#i ncl ude <uni std. h>

i nk(“ol‘dfi le",
m Both ol df i | e and newnane now refer
to the same file.

“newnane”) ;
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execl (C/Unix)

m Replace current process image with

new process image. e ———

#i ncl ude <uni std. h>
execl( /bin/ls", "~ NULL

= If newname is the last link to the file,
then file itself is deleted, else the link is

deleted.

Processes:
get pi d (C/Unix)

m Every process has a unique process ID.
m get pi d() returns the value of the ID of the
calling process.

#i ncl ude <unistd. h>
#incl ude <sys/types. h>

/1get process |ID of the process
int pid = getpid();

m Used to generate unique temp file names.
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fork (C/Unix)

m Creates a replica child process differing
only in pid and ppid(parent’s pid).

#incl ude <sys/types. h>

#incl ude <uni std. h> In parent, fork() returns child’s pid.
In child, fork() returns 0.

if(fork()==0

printf(“l amthe child\n");
el se

printf(“l amthe parent\n");




time (C/Unix)

m Get time in seconds - #seconds elapsed
since 00:00:00 UTC, January 1, 1970.

#incl ude <tine. h>

time_t el‘apsed =time();
printf(“Time el apsed = % d\n", elapsed);
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Using st di n/ st dout ... for
simpler File I/O

m Say a program prog uses get char.

m The command-line
$ prog < infile
causes prog to read its characters from
i nfil e, rather than the terminal.

m prog’s standard input stream now reads
from infile.

= Examples taken from “The C Programming Language” by Brian
W. Kernighan and Dennis M. Ritchie.
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stdi n/ stdout/stderr (Unix)

m Are streams for Standard Input, Output and
Error, respectively.

= Each Unix program has these three streams
opened for it.

m Eg: When printf or put char is called, the
output goes to st dout .

= Similarly, when get char or scanf is called,
the input is from st di n.

= stderr used to output error messages.
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Summary

m We looked at how to use system calls
and do File 1/0.

m Use the man and the help pages
extensively!

st di n/ stdout ...

m Say a program writer writes out text,
and program reader reads text. Then:
$ witer | reader

causes reader to read characters
produced by writer.

m reader’s stdin is writer's stdout.

= Examples taken from “The C Programming Language” by Brian
W. Kernighan and Dennis M. Ritchie.




