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We investigate the extent to which social ties between people can
be inferred from co-occurrence in time and space: Given that two
people have been in approximately the same geographic locale at
approximately the same time, on multiple occasions, how likely are
they to know each other? Furthermore, how does this likelihood
depend on the spatial and temporal proximity of the co-occur-
rences? Such issues arise in data originating in both online and off-
line domains as well as settings that capture interfaces between
online and offline behavior. Here we develop a framework for
quantifying the answers to such questions, and we apply this fra-
mework to publicly available data from a social media site, finding
that even a very small number of co-occurrences can result in a high
empirical likelihood of a social tie. We then present probabilistic
models showing how such large probabilities can arise from a nat-
ural model of proximity and co-occurrence in the presence of social
ties. In addition to providing a method for establishing some of the
first quantifiable estimates of these measures, our findings have
potential privacy implications, particularly for the ways in which
social structures can be inferred from public online records that
capture individuals’ physical locations over time.
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Every day, we make inferences about the social world from
incomplete observations of events around us. A particular ca-

tegory of such inferences draws on co-occurrences in space and
time—basing estimates of a social tie between two people on the
fact that they were in the same geographic locale at roughly the
same time. In addition to its intuitive accessibility, such reasoning
has been employed in psychological studies of urban life (1) and
legal analyses of the dangers of “guilt by association” (2, 3). These
issues also arise naturally in online domains, including those
that reflect spatio-temporal traces of their users’ activities in
the physical world. Despite the broad relevance of the underlying
questions, however, there has been essentially no precise basis for
quantifying the significance of these effects. Here we study this
issue in an online setting and find that geographic co-occurrences
can in fact have significant power in forming inferences about
social ties: The knowledge that two people were proximate at just
a few distinct locations at roughly the same times can indicate a
high conditional probability that they are directly linked in the
underlying social network, in the data we consider. Our results
use publicly accessible spatial and temporal information from
a large social media site to derive estimates of links in the online
social network of the site. We also develop a probabilistic model
to account for the high probabilities that are observed. In addi-
tion to providing a quantitative basis for the power of these in-
ferences, our results have implications for the unintended leakage
of private information via participation in such sites.

Our analysis uses data in which individuals engage in activities
at known places and times. There are many potential sources of
such data, including transaction records from cell phones, public
transit systems, and credit-card providers. We use a source where
analogous activities are recorded publicly and online: a large-
scale dataset from the popular photo-sharing site Flickr. Most
photos uploaded to Flickr include the time at which the photo
was taken, as reported by a clock in the digital camera, and many
photos are also geo-tagged with a latitude–longitude coordinate

indicating where on Earth the photograph was taken. These geo-
tags either are specified by the photographer by clicking on a map
in the Flickr web site, or (increasingly) are produced by a global
positioning system (GPS) receiver in the camera or cell phone.
Flickr also contains a public social network, in which users specify
social ties to other users.

Results
Spatio-Temporal Co-occurrences and Social Ties We define a spatio-
temporal co-occurrence between two Flickr users as an instance
in which they both took photos at approximately the same place
and at approximately the same time. Specifically, we divide the
surface of the earth into grid-like cells, each of whose side lengths
span s degrees of latitude and longitude. We say that two people
A and B co-occurred in a given s × s cell C, at temporal range t,
if both A and B took photos geo-tagged with a location in cell C
within t days of each other. Then, for a given pair of people, we
count the number of distinct cells in which they had a co-occur-
rence at temporal range t. For example, in Fig. 1, A and B have
three co-occurrences at a temporal range of 2, and four co-occur-
rences at a temporal range of 7.

Our central question is the following: What is the probability
that two people have a social tie, given that they have co-occur-
rences in k distinct cells at a temporal range of t? This is a ques-
tion that is relevant in any setting where co-occurrences may be
indicative of social ties, and we emphasize that our methodology
for exploring it is a general one; because Flickr in particular
provides spatio-temporal information and also an explicit listing
of social ties among its users, it is a natural domain in which
to compute concrete numerical answers to the question. The an-
swers depend on three parameters: the number of co-occurrences
k (indicating the amount of evidence for a social tie), together
with the cell size s and temporal range t (indicating the precision
of the evidence). We compute the probability as a function of
these parameters by first constructing the social network of
Flickr using all friendship links declared up through April 2008
and then identifying spatio-temporal co-occurrences that oc-
curred after April 2008. In this way, and in keeping with our initial
motivation, we are only identifying social ties that existed prior
to the accumulation of the evidence via co-occurrences (this is
explained in more detail in Discussion).

Using a dataset of 38 million geo-tagged photos from Flickr
(see Materials and Methods for more detail), we find (Fig. 2) that
the probability of a social tie increases sharply as the number of
co-occurrences k increases and the temporal range t decreases.
What is perhaps most striking is not the direction of this depen-
dence but rather the large values of the probabilities themselves
relative to the baseline probability of having a social tie. Two
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randomly selected Flickr users have a 0.0134% chance of having
a social tie, but when two users have multiple spatio-temporal co-
occurrences, this probability grows significantly. For example, two
people have almost a 60% chance—nearly 5,000 times the base-
line probability—of having a social tie on Flickr when they have
five co-occurrences at a temporal range of a day in distinct cells of
side length equal to 1 latitude-longitude degree (about 80 km on a
side at the mid latitudes). Moreover, this number is likely an un-
derestimate of the true probability, because many Flickr users
choose to keep their contact list private or do not use the social
networking features of the site at all (and hence those social ties
are missing from our ground truth data). Even with just three co-
occurrences for this value of s and t, the probability is roughly 5%,
which is more than 300 times greater than the prior probability of
having a social tie in our dataset.

The dependence of the probability on the cell size s is more
subtle: Because the co-occurrences are required to be in distinct
cells, it is possible for k co-occurrences at a small value of s to all
take place inside the same cell at a larger value of s. As a result, k
co-occurrences in distinct 1° cells may be more or less informative
than k co-occurrences in distinct .01° cells, because the latter may
all take place close together. (For example, three co-occurrences
that each take place within .01° of each other in New York City
represent closer spatial proximity, but the fact that there are three
of them may be less significant because they all take place within
the same city; on the other hand, three co-occurrences that each
take place within 1° of each other at points spread out across the
United States represent less spatial proximity per co-occurrence,
but collectively they may be more significant because they are
taking place far apart from each other.) The presence of these
counteracting forces is borne out in Fig. 2, in which we see that
the probabilities of friendship do not necessarily increase as the
cell size decreases.

In Fig. 3 we correct for this effect by counting at most one
co-occurrence in any 1° cell, regardless of the value of s; this
forces the total possible number of co-occurrences between
two people to be 180 × 360 ¼ 64;800 regardless of the spatial cell
size s. With this correction in place, the probability of a social tie
grows monotonically as the cell size s decreases; for example, with
k ¼ 3 and t equal to a day, the probability increases from about
5% for s ¼ 1° to over 80% for s ¼ 0.001°.

Another source of subtlety arises from the fact that the area of
the spatial cells varies significantly over the surface of the globe,
because degrees of longitude become closer together as one tra-
verses the globe from the equator to the poles. To address this
issue, we also performed our analysis using equal-area partition-
ings of the globe computed via HEALPix (4). We found that the
results did not differ significantly, and hence in what follows we
use the conceptually simpler cells measured in degrees.

A Model of Spatio-Temporal Co-occurrences. The fact that a very
small number of co-occurrences can lead to orders-of-magnitude
greater probabilities of a social tie suggests the need for a deeper
investigation of the underlying phenomenon. We show that the
basic effect is a robust one, in that it can arise even on very simple
models of social networks, provided we have an appropriate
probabilistic model for how activity is correlated across social ties.
We begin with a simple model, followed by a richer one that
matches the observed data more closely.

To formulate the simpler model, we suppose that the world is
divided into N geographic cells (like those pictured in Fig. 1).
There are M people, each having one social tie, so that the social
network consists of M∕2 disjoint edges. Each day, each pair of
friends chooses to visit a place jointly with probability β and in-
dependently with probability 1 − β; in either case the choice of
location(s) is made uniformly at random. Using Bayes’ Law,
the probability that two people are friends (event F) given that
they visit exactly the same cells on k consecutive days (event Ck) is

PðFjCkÞ ¼
PðFÞPðCkjFÞ

PðCkÞ
:

The prior probability that two people are friends, PðFÞ, is 1
M−1,

while the likelihood function PðCkjFÞ in the numerator is pk1,
where p1 is the probability of two friends being at the same place
on a given day,

p1 ¼ β þ 1 − β

N
:

The prior probability on observing k co-occurrences of two ran-
dom people is

PðCkÞ ¼ PðCkjFÞPðFÞ þ PðCkjF̄ÞPðF̄Þ ¼ pk1 ·
1

M−1 þ pk2 ·
M−2
M−1 ;

where F̄ denotes the event that the two people are not friends,
and p2 ¼ 1

N is the probability of a co-occurrence between two
nonfriends. By substituting and simplifying into the Bayes’ Law
equation, we have,

PðFjCkÞ ¼
pk1

pk1 þ pk2ðM − 2Þ :

Fig. 4A presents a plot of this probability as a function of k (with
parameters M ¼ 7;500, N ¼ 100, β ¼ 0.05), showing a strong re-
semblance to the observed t ¼ 1, s ¼ 1 plot of Fig. 2D. Note that
with M large and k small, this function simplifies to an exponen-
tial distribution,

PðFjCkÞ ≈
pk1
Mpk2

¼ 1

M
ek log

p1
p2 ¼ 1

M
ek log βðN−1Þþ1;

which explains the near-linear curve in the semilog plot in Fig. 4A,
in whichN and β jointly control the growth rate of the exponential
function, and M controls the probability at k ¼ 0.

While this basic probabilistic model explains the major fea-
tures of Fig. 2, it is too simple to capture all of the details, includ-
ing the rapid probability increase between k ¼ 0 and k ¼ 1. To
model the significance of a single co-occurrence, we take into ac-
count the principle of homophily: the fact that people connected
by a social tie are more likely to engage in related activities, due
to their inherent similarity, even when they are choosing indepen-
dently. For example, two people who know each other are more
likely to live close together and hence to visit places that are near
each of them. To incorporate this notion, we extend the model to
give each individual an attribute that is shared across social ties.
As before, we assume that there are M people, each with exactly
one social tie. The N geographic cells are arranged in a grid, and
each pair of friends (A, B) has a randomly chosen “home” cell,
drawn from the two-dimensional empirical distribution of Flickr
photograhs (used here as a proxy because we do not know actual
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Fig. 1. Illustration of how spatio-temporal co-occurrences are counted, for
some sample time-stamped observations of individuals A and B. The world is
divided into discrete cells of size s × s, and we count the number of cells k in
which the two individuals have been observed within a time threshold of t
days—in this case, k ¼ 3 when t is 2.
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home cities of Flickr users), which approximately follows a power
law with exponent 2.45. When A or B chooses a place on a given
day, they sample from a distribution DðA;BÞ, which is peaked
around the home cell and decays with distance according to an-
other power law distribution (with exponent γ) (5, 6). On each
day, each person independently decides whether to visit a cell,
with probability α, or to do nothing (and hence not be observed
that day). If two friends each choose to visit a cell (an event with
probability α2), then with probability β they visit the same cell,
and with probability 1 − β their selections are independent. In
all cases, they select cells from the distribution DðA;BÞ.

The probabilities of friendship as a function of co-occurrence
produced by this model (Fig. 4B) qualitatively approximate the
distributions observed in the actual Flickr data (Fig. 2D) across
the five time ranges we study (1 day, 7 days, 14 days, 28 days, and
1 year). (In contrast, multiple simplifications of this model that
we investigated, including sampling home cells independent of
the social network and substituting uniform or Gaussian distribu-

tions for the home cell and travel distributions, did not match the
empirical observations well.) The values for the model para-
meters (M ¼ 7;500, N ¼ 64;800, α ¼ 0.29, β ¼ 0.12, γ ¼ 1.8)
were found by minimizing the Kolmogorov–Smirnov statistics
between the distributions predicted by the model and those ob-
served in the data, across all five time ranges, using a brute-force
search over a grid of quantized parameter values. Better quanti-
tative fits to the model are possible if the parameters are adjusted
for each of the five temporal distributions separately; for example
setting α ¼ 0.55 and β ¼ 0.05 gives a very good fit for the distri-
bution corresponding to temporal range 1. A better fit for all time
periods with a single set of model parameters could likely be
achieved by explicitly modeling correlation of user activities
across time, instead of assuming that all decisions are made
on a day-by-day basis as our model currently does.

The analyses from these models thus indicate how very few
co-occurrences can lead to a sharp increase in the probability
of a social tie, even with an extremely simple underlying network
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Fig. 2. The probability that two Flickr users have formed a social contact on the site, as a function of the number of times they have taken pictures at
approximately the same place and time. A shows the probabilities for a spatial cell size of s ¼ 0.001° (or around 80 meters in the middle latitudes) for time
periods ranging from a day to a year. The lower plot is the same as the upper plot but with a log scale on the y-axis. Also shown are plots for cell size s equal to
(B) 0.01°, (C) 0.1°, (D) 1.0°, and (E) 10.0°.
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structure. More complex frameworks could be used to study the
analogous effect on realistic network structures, via models such
as Markov random fields (MRFs) (7) in which the behavior of
each node is correlated with that of its neighbors. While the in-
ference problem for such models is computationally difficult on
arbitrary networks, there exist good approximation algorithms
such as Loopy Belief Propagation (8) and methods based on
graph cuts (9).

Discussion
One can view our results as playing a role similar in spirit to that
of studies quantifying the power of “coincidences” (10, 11). In-
deed, our analysis could be considered as connecting two distinct
notions of “coincidence”—the literal sense of two entities coin-
ciding (in our case in space and time) and the colloquial sense of a
surprising and seemingly random juxtaposition of events. Both

our empirical results and our models suggest a way to quantify
the significance of such juxtapositions.

Our results have potential implications for the privacy of users
on social media sites. Earlier work on privacy breaches has shown
how people can be uniquely identified using information such as
postal codes, gender, and dates and places of birth (12–14), as
well as the contents of search engine queries and online reviews
and discussion (15–17). Other work has shown how social net-
work structure can be exposed by analyzing anonymized versions
of it (18, 19) or by looking for commonalities in online behavior,
such as covisitations to web sites (20) and tagging shared content
with similar textual keywords (21). Our findings here differ from
these studies by establishing a strong form of leakage from sparse
individual information about activities in the physical world into
pairwise information about links in the underlying social network.
Recent work in the geo-science community has studied how to
aggregate and visualize the geo-spatial movement of people (22),

s = 0 .001• s = 0 .01•

s = 1.0•s = 0.1•

0 5 10 15 20
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

# of contemporaneous events

P
ro

ba
bi

lit
y 

of
 fr

ie
nd

sh
ip

1 day
7 days
14 days
28 days
1 year

0 5 10 15 20
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

# of contemporaneous events

P
ro

ba
bi

lit
y 

of
 fr

ie
nd

sh
ip

1 day
7 days
14 days
28 days
1 year

A B

0 5 10 15 20
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

# of contemporaneous events

P
ro

ba
bi

lit
y 

of
 fr

ie
nd

sh
ip

1 day
7 days
14 days
28 days
1 year

0 5 10 15 20
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

# of contemporaneous events

P
ro

ba
bi

lit
y 

of
 fr

ie
nd

sh
ip

1 day
7 days
14 days
28 days
1 year

C D

Fig. 3. (A–D) A variant of the analysis in Fig. 2, with the
modification that at most one co-occurrence is counted
per 1° spatial bin. This makes the scales on the x axes directly
comparable.
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Fig. 4. Simulation results for 1° spatial bins, using (A) a Baye-
sian probabilistic model and (B) a more detailed model incor-
porating richer spatial structure. These simulation results
approximately match the shape of the plots based on actual
Flickr data in Fig. 2D.
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including how to summarize movement in a way that preserves
individual privacy (23), but has not studied the correlation of this
data across links in a social network. Our results also address a
substantively different issue from recent work on inferring social
network structure from detailed time series of physical copre-
sence (24): Rather than basing estimates on extensive high-reso-
lution traces of individual behavior, we ask what can be learned
from an extremely small number of instances in which two people
were proximate in time and space. This latter type of inference is
arguably a greater privacy risk, because small quantities of such
data are more easily exposed than detailed traces of physical
copresence.

The conclusion is that individuals who choose to reveal small
amounts of public information about the times and locations of
their activities may be inadvertently sending strong signals about
certain of their social ties as well. Similar risks arise even when
individuals are not publicly disclosing information about activ-
ities, but instead when this information is logged through trans-
actions with financial, communication, or transportation systems.
The framework and models we introduce here could be used to
analyze information leakage from these other sources of sparse
geo-temporal observations.

It is important to note that our results do not suggest that most
friendships reveal themselves through a pattern of repeated
spatio-temporal co-occurrences; indeed, most pairs of friends
in the data are never in the same place at approximately the same
time. Rather, the point is the strength of the opposite implication:
that when two people exhibit multiple spatio-temporal co-occur-
rences, this is a strong indicator of a social tie, relative to the base-
line frequency of such ties. In order to assess the scope of such
results, however—for example, to understand the breadth of the
privacy implications—it is of interest to determine how numerous
such co-occurrences are and how many individuals in the data are
involved in them. Note that especially in the context of privacy
concerns, a moderately large absolute number of affected indivi-
duals can represent a significant effect, even if most of the popu-
lation is not implicated.

To analyze these issues, we begin by observing that most Flickr
users in our dataset have very little opportunity to be involved in
co-occurrences, because the median user in the dataset has up-
loaded fewer than 15 photos. Thus, for the sake of nontriviality,
we focus our discussion of this issue on the 10% of the Flickr
population consisting of the most active users (corresponding
at this percentile to users who have uploaded at least 189 geo-
tagged photos). Here we find, in Fig. 5A, that a significant
number of friendships involving these high-activity users exhibit
spatio-temporal co-occurrences; for example, approximately 22%
of all such friendships have one co-occurrence in a 1° cell at a
temporal range of a day, and approximately 1% of all such friend-
ships have three co-occurrences at this spatio-temporal range.
Viewing these same results in terms of the number of individuals
involved (rather than the number of friendships involved), we
find, in Fig. 5B, that 19% of all high-activity users have at least
one friendship with one co-occurrence in a 1° cell at a temporal
range of a day, and approximately 2.5% of all high-activity users
have at least one friendship with three such co-occurrences. (The
percentage of users affected is not necessarily larger than the per-
centage of friendships affected, primarily because nearly 40% of
the users in this population do not have any social connections or
choose to keep their social connections private; thus the maxi-
mum possible percentage of affected friendships is 100% while
only 60% of users could possibly be affected.) Finally, reflecting
the fact that the full population contains a large fraction of users
with very few photos and hence very few spatio-temporal appear-
ances overall, we find lower rates of co-occurrences across this
full population: On log-linear scales, the curves for the full
population are very similar in shape to Fig. 5A but scaled down,
and we find, for example, that approximately 1.5% of all

friendships have one co-occurrence in a 1° cell at a temporal
range of a day (involving approximately 12% of all users), and
approximately 0.03% of all friendships have three such co-occur-
rences (involving approximately 0.7% of all users).

Ultimately, our analysis—both in the models and in the hy-
pothesized mechanism underlying the empirical observations—
is exploiting the fact that a social tie among two people biases
them to engage in similar activities at similar times and places.
We expect this effect to be present in a wide range of datasets
where activities are recorded with spatio-temporal precision, in-
cluding travel, communication, commercial transactions, and
other settings. In quantifying this effect, however, we need to
be careful to control for other sources of bias that may be specific
to Flickr as a source of data. Clearly in using Flickr as a dataset,
we have access by definition only to the behavior of its users, who
are a small and not necessarily representative sample of broader
populations. For example, the conditional probabilities of friend-
ship given geo-spatial co-occurrences are likely to be higher in the
Flickr community than in the population at large, because two
Flickr users are likely to be more similar (and hence more likely
to be friends) than two people chosen at random from the world’s
population. However, this sparsity affects the baseline probability
of a social tie as well, and the crux of our analysis is concerned
with the comparison between this baseline probability and the
conditional probability given a set of co-occurrences. Thus, while
we expect the absolute conditional probabilities to change ac-
cording to the sampling properties of a particular dataset, the
high conditional probabilities relative to the baseline are likely
to be a general feature that is observable in a wide range of
settings.

In conducting our experiments, we also have identified and
attempted to mitigate several further sources of bias arising from
the ways in which the design of a social media site may influence
its users’ behavior. These include the following:

1. Users may seek contacts on Flickr by explicitly searching for peo-
ple who have geo-temporally co-occurred with them. To control
for this, we look for co-occurrences occurring after a fixed date
(April 2008), using the social ties that were declared before
that date. The results are similar even without this partitioning
of the time ranges used to define the social network and
the co-occurrences, perhaps because the publicly available
Flickr search interface does not offer an easy way to find such
co-occurring users.
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Fig. 5. The fraction of social links that exhibit co-occurrences at a spatial
threshold of s ¼ 1°, expressed in terms of (A) the fraction of friendships
and (B) the fraction of users having at least one such friend.
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2. Some co-occurrences in Flickr may be caused by social contacts
uploading exactly the same photo. To prevent this from affecting
our analysis, we ignored photos that were duplicated across
users. This changed the results very little, probably because
the Flickr user interface does not provide an easy way for a
user to repost another user’s photos.

3. Users with many contacts on Flickr also have many photos and
are more likely to geo-tag (21, 25). In other words, the relation
between a person’s geo-tagging and social activity on Flickr
may not align well with the corresponding relationship in
the physical world, between the number of places a person vis-
its and the size of his or her social neighborhood. To address
this bias, we conducted a randomization test in which we kept
the structure of the social network but shuffled the geo-tem-
poral observations across users. We found that the correlation
between number of co-occurrences and probability of friend-
ship disappeared entirely, thus confirming that this source of
bias was not causing the empirical effects we observe in the
Flickr data.

Finally, the nature of photography as an activity introduces
further complications into the interpretation of the results. Op-
posing forces are likely at work here: People often take pictures
when they are with friends, which may increase the proportion of
social ties among observed co-occurrences; but they also often
take pictures at massively popular public events in which they
are members of large crowds, which may correspondingly
decrease the proportion of social ties among observed co-occur-
rences. Such counterbalancing forces may also be observed in
spatio-temporal records of other social activities, including traces
of communication and purchasing as well as diary-style records
such as blogs. The point is that all these types of records tend
not to be simply random samplings of a person’s complete stream
of activities but rather are modulated by the activities themselves.
Controlling for such subtle effects on the rate of co-occurrences is
an interesting open question.

Despite these caveats concerning the data used in our experi-
ments, the general analytic framework and models we present
could provide insight into a set of basic facts arising from the in-
tersection of human social behavior and the detailed recording of
human activities. As people go about their lives, they carve out
paths through time and space; sometimes these intersect with the
paths of friends, and sometimes with the paths of strangers. Our
study suggests a way to differentiate between these two kinds of
intersections: After a relatively small number of such co-occur-
rences between two people at distinct locations, the probability
that they are in fact socially connected rapidly increases. Such
inferences have long been supported informally by intuition
and anecdote but have been difficult to make precise. The fact
that probabilities of social ties can depend so strongly on a hand-
ful of observations underscores the power of co-occurrences and
highlights the extent to which our social networks are embedded
in the trails we leave through the world.

Materials and Methods
We collected the dataset of geo-tagged photographs using Flickr’s public API
interface. To do this we repeatedly searched for public photos taken at
random geographic coordinates and at random points in time until we
had covered the entire surface of the earth and most of the history of Flickr.
This crawling process resulted in about 85 million geo-tagged photographs.
We then filtered this set to remove photos with imprecise geo-tags and/or
missing timestamps. For the geo-tags, we removed photos having a geo-
tag precision less specific than about the size of a city block (according to
the geo-tag precision reported by Flickr). For the timestamps, we removed
photographs having infeasible timestamps (including dates in the future
and in the distant past), as well as photographs whose upload timestamp
is identical to the photograph timestamp (which indicates that Flickr assigned
a default timestamp because the camera had not recorded one). About
38 million photos taken by about 490,000 users remained after these filters.
We then collected the public social contacts for each of these users.

ACKNOWLEDGMENTS. This research has been supported in part by grants
from the MacArthur Foundation, Google, Yahoo!, and the National Science
Foundation.

1. Milgram S (1970) The experience of living in cities. Science 167:1461–1468.
2. Note (1949) Guilt by association: Three words in search of a meaning. U Chicago Law

Rev 17:148–162.
3. Haggerty KD, Ericson RV, eds. (2006) The New Politics of Surveillance and Visibility

(University of Toronto Press, Toronto).
4. Górski KM, et al. (2005) Healpix: A framework for high-resolution discretization and

fast analysis of data distributed on the sphere. Astrophys J 622:759–771.
5. Brockmann D, Hufnagel L, Geisel T (2006) The scaling laws of human travel. Nature

439:462–465.
6. González MC, Hidalgo CA, Barabási AL (2008) Understanding individual human

mobility patterns. Nature 453:779–782.
7. Kindermann R, Snell J (1980)Markov Random Fields and their Applications (American

Mathematics Society, Providence, RI).
8. Pearl J (1988) Probabilistic Reasoning in Intelligent Systems: Networks of Plausible In-

ference (Morgan Kaufmann, San Mateo, CA).
9. Boykov Y, Veksler O, Zabih R (2001) Fast approximate energy minimization via graph

cuts. IEEE T Pattern Anal 23:1222–1239.
10. Diaconis P, Mosteller F (1989) Methods for studying coincidences. J Am Stat Assoc

84:853–861.
11. Griffiths TL, Tenenbaum JB (2001) Randomness and coincidences: Reconciling intuition

and probability theory. Proceedings of the 23rd Annual Conference of the Cognitive
Science Society pp 370–375.

12. Sweeney L (2002) k-anonymity: A model for protecting privacy. Int J Uncertain Fuzz
10:557–570.

13. Gross R, Acquisti A (2005) Information revelation and privacy in online social net-
works (The Facebook case). ACM Workshop on Privacy in the Electronic Society
(WPES) pp 71–80.

14. Acquisti A, Gross R (2009) Predicting Social Security numbers from public data. Proc
Natl Acad Sci USA, 106 pp:10975–10980.

15. Novak J, Raghavan P, Tomkins A (2004) Anti-aliasing on the web. Proceedings of the
13th International World Wide Web Conference pp 30–39.

16. BarbaroM, Zeller T ( 9, 2006) A face is exposed for AOL searcher no. 4417749.NY Times
p 1 Section A.

17. Narayanan A, Shmatikov V (2008) Robust de-anonymization of large sparse datasets
(How to break anonymity of the Netflix prize dataset). Proceedings of the 29th IEEE
Symposium on Security and Privacy pp 111–125.

18. Backstrom L, Dwork C, Kleinberg J (2007) Wherefore art thou R3579X? Anonymized
social networks, hidden patterns, and structural steganography. Proceedings of the
16th International World Wide Web Conference.

19. Narayanan A, Shmatikov V (2009) De-anonymizing social networks. Proceedings of the
30th IEEE Symposium on Security and Privacy pp 173–187.

20. Provost F, Dalessandro B, Hook R, Zhang X, Murray A (2009) Audience selection for on-
line brand advertising: Privacy-friendly social network targeting. Proceedings of the
International Conference on Knowledge Discovery and Data Mining pp 707–716.

21. Schifanella R, Barrat A, Cattuto C, Markines B, Menczer F (2010) Folks in folksonomies:
Social link prediction from shared metadata. Proceedings of the Third ACM Inter-
national Conference on Web Search and Data Mining pp 271–280.

22. Adrienko N, Adrienko G (2010) Spatial generalisation and aggregation of massive
movement data. IEEE T Vis Comput Gr 10.1109/TVCG.2010.44.

23. Monreale A, et al. (2010) Movement data anonymity through generalization. Transac-
tions on Data Privacy 3:91–121.

24. Eagle N, Pentland A, Lazer D (2009) Inferring social network structure using mobile
phone data. Proc Natl Acad Sci USA, 106 pp:15274–15278.

25. Marlow C, Naaman M, Boyd D, Davis M (2006) HT06, tagging paper, taxonomy, Flickr,
academic article, to read. Proceedings of the 17th ACM Conference on Hypertext and
Hypermedia pp 31–40.

Crandall et al. PNAS ∣ December 28, 2010 ∣ vol. 107 ∣ no. 52 ∣ 22441

CO
M
PU

TE
R
SC

IE
N
CE

S
SO

CI
A
L
SC

IE
N
CE

S

10.1109/TVCG.2010.44
10.1109/TVCG.2010.44
10.1109/TVCG.2010.44
10.1109/TVCG.2010.44

